PR Y

3 B e g™ {'

i W 4 | : -
B NE S L | A
S 2

N - ’; _ _. - "ﬁ’?‘wﬁ".'

REQUIREMENTS ENGINEERING RESEARCH IN A CHANGING WORLD

International Requirements Engineering Conference
Keynote: August 229, 2018
Banff, Canada

Jane Cleland-Huang, PhD

University of Notre Dame

Dept. of Computer Science and Engineering
http://sarec.nd.edu
JaneClelandHuang@nd.edu

Work described in this talk is funded by the US National Science Foundation under Grants CCF-0959924, CCF-1265178, and CCF-1741781



What I’'m going to talk about today

Confessions of a Traceability Researcher!
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A Requirements Engineering Road Map (200

Requirements Engineering: A Roadmap

Bashar Nuseiheh Steve Easterbrook
Department of Computing Department of Computer Science
Imperial College University of Toronte
180 Queen’s Gale 6 King’s College Road
London SW7 2BZ, U.K. Toronto, Ontario M5S 3HS, Canada
Email: ban@doc.ic.ac.uk Email: sme@cs.toronto.edu

Requirements engineering is the branch of software engineering concerned
with the real-world goals for, functions of, and constrainte ‘oftware
systems. It is also concerned with the relationship ~~ rs to
precise specifications of software behavi~ 0( .ulution over
time and across software families. zave *'c,
0%?

RE is often regarded as a fror* e % ~.c software systems development

ProcCess. Nuseibeh and Easter- es 3‘

Historical F~ \ (X\z“% Radical Changes of the previous period

e FFV ‘\(.3  Modeling and analysis within social context
< 6 ..dlyzing Requirements e Shift from modeling information flow and

. & _.ating Requirements state modeling goals and scenarios.
_ ceing Requirements  Acknowledging that RE must accept
Evolving Requirements inconsistencies, uncertainties, and
* Integrated Requirements Engineering conflicts.

Roadmap:

New techniques for formally modeling environment, bridging the gap between elicitation
based on contextual enquiry and formal modeling, richer models for capturing NFRs & a
focus on architectural impact, reuse of requirements models, and multidisciplinary training
for practitioners.
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Research Directions in Requirements Engineering (2007

Research Directions in Requirements Engineering

Joanne M. Atlee
University of Waterloo
200 University Ave. West
Waterloo, Ontario N2L 3G1 CANADA
jmatlee @ uwaterloo.ca

Betty H.C. Cheng
]V[thF"l[] State Umumu

seibeh and Easterbrook’s paper [127]. hereafler referred to
as the “2000 RE Roadmap Paper™, from the Future of Soft-
ware Engineering lr.LLL at ICSE 2000 |<)-1| Whereas the

R e

1. Introduction concl.
research infrasu .

h community =

these problems.

In general, the research challenges faced by the
Equireme P community are distinct from
pineering commu-

dnd documenting lm stakeholders’ requ

ing that the dn\umnkd requirements match the

g s; and ma ts evolittion!
In this rupu on the research direc-
s he paper builds on Nu-

sftware artificts focus
on the behavior of the proposed system, and are written in
terms of intemal software entities and properties
other way.
cisely the proi
what the softw;

Requirements engineering is about defining precisely the problem that

the software is to solve. ... RE Activities may be more iterative, involve
many more players..., requirement more extensive analyses of options,
and call for more complicated verification of more diverse components..

State of the Art Research Strategies

e Elicitation e Paradigm Shift
“Modeling * Leverage other disciplines
s ~ents Analysis * Leverage technology
are ‘~rification * Evolutionary research
d nt * Domain-specific

]

Generalization
tlve ~ ~tion

o
Hot Spots nd t’.
Scale; security; tolerance; environmentai ... ans

methodologies, patterns, and tools; requirements .
Technologies.

ISrup

~+- globalization;

fo
r ’hat,o na,

e Paradigm Shift * Leverage other disciplines
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FL: Disruptive Change!




We are bombarded with change on every side...

The XP Series

extreme .
rogramming

explained

EMBRACE CHANGE

Kent Beck

Foreword by Erich Gamma

User Stories, Sprints, Scrum!



The year 2002...
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We are bombarded with change on every side...

The XP Series #

extreme .
rogramming

explained

EMBRACE CHANGE

Kent Beck
Foreword by Erich Gamma
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Safety Critical projects seek increased agility..
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Or is this a Goldilocks Moment?



The Goldilocks Principle
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Jto be ‘just right’
for transformative
change.
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Traceability in a nutshell..

Saftwaas Roguismarts Spie iostion Tmwa

ili i 1. AI;SF::ZI.:‘J_::II::’VR::ENGINEER\NGAND RegUIatory T saer ahall proich an ending candition x dhe tuak. Priority 1
The ability to interrelate any Codes —  system/sub-
uniquely identifiable software  rrom—V 1Y) 0 [
engineering artifact to any other, A4 AR e Y 1

| Crpmmmmmmmooaassteasr | requirements
maintain required links over time, 1. «—| |
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Strategic

Traceability for LT ;
Safety-Critical - g AmSTRACT
Projects -

S s Validates

Realizes

Code

i || = Required by many regulatory et
7 iy DR i im s e rriran s e 3 . ests
- St Stmerotonn bodies and standards..

. . . Test cases (unit, integration,
But hard to achieve in practice. acceptance)




Accurate & Complete Traceability is challenging

Based on over a decade of traceability engagements in industrial projects we have
observed a traceability gap between what is prescribed and what is delivered:

o.r'“.i,‘é‘f‘iyb’.lf:ﬁﬁ;:aiﬁ_i’fiil“n'?.%&?"!’;ﬂ‘&;’;‘.ﬁfes Wm - —
Strategic o P e 2 | spec Case Result
Sote . = - = S
Prmect% | | ey m | Sgé::iie
- I_|[E,e Sign |
oy S Required/Available Trace Path
4 . . g ArtifactType Tissmﬁ T::;c- I_’ath
Our study of Medical Device A formal comparison of five safety-critical
submissions to the FDA showed software systems which claimed to follow

incomplete and sometimes entirely various standards and guidelines showed
missing, inaccurate, redundant trace similar traceability problems.
links — delivered as a big bang!
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Margaret Hamilton’s Keynote @ ICSE

When we ask developers who are looking for a better way to
develop software and we ask them what their most pressing
issues are:

EEEEEN

* Integration too late if at all
* Lack of traceability, flexibility and evolvability
* Reuse methods ad hoc and error prone

* Software unreliable even with extensive testing
* Costs too much. Takes too long

Why still? Not unlike 50 years ago when the field was brand new*.
What to do...

* M. Hamilton. “What the Errors Tell Us”, IEEE Software - Special issue "50 years of Software Engineering"

The programmer who
wrote much of the
code that took Apollo
to the moon!
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Question #1: Am | addressing an important problem?

e Cesny Experiment 1: Accuracy of links
The Application of Just In Time Tracing to Regulatory 1. Export contractual and - 3. Use Poirot to generate traceability links
Codes and Standards component level requirements between individual regulations and
5. Evaluate results

Brian Berenbach _ Dominik Grasemann Jane Cleland Huang from DOORS. reqL”remeﬂtS.

Siamens Corporsie Researsh
Erincatin, Ik Jevaey D40 [reieyae— Oiage, Bece 6354

EEEEEN

\ and compute recall
and precision
2. Develop customized parser and 4. Manually develop & validate an answer - /' metrics.
extract AREMA and CAN/ CSA set depicting a correct set of traceability links
regulatory codes from pdf files. [ * between regulatory codes and requirements.

R msom domink usenenfogerelon oo deed sl

The inchague wah sppled cu
5 larpe Simem wamporunion preyees for 3
deteruze whells

Experiment 2: Identifying applicable segments of requirements and codes

Las
codes, standed ad pudelne ey mpec

b med aod the el cbtxmed Enpwernng process sl
Tntroduction 'hfﬂ«mg:téj : 1. Split regulatory .| 3. Use Poirot to 4. Compute Impact 6. Compare results from
somputa il e ke O codes into segments. | _| generate traceability links metrics. Generate (4) with validated answer
i | betweenindividual —» candidatelinks for each | —»{ setfrom (5) and compute
= : i | regulations and individual segment pair scoring recalland precision
i 2. Splitrequirements | ; | requirements. above a threshold value. metrics.
e ) Dt o S e into segments. L i
i | 5. Develop & validate an answer set depictingatrace |
map between regulatory code and requirement segments.

About 80%

W Basi
S0 asic | accuracy.
B Matching Words

OGlossary

40% -

Ision

30% -

Prec

20% -

10% -

0% -

70% 80% 90%
Recall Values




5 things industry told me when | listened

EEEEEN

* Traceability is one of the most pressing
problems we face.

 Traceability is a made-up problem!

* You are solving the ‘wrong’ part of the
problem.

* Your solutions don’t scale.

 You are the expert. Give us ready-to-use
tools, now!




Others have listened too..

Empirical Software Engineering manuscript No.
(will be inserted by the editor)

#c the Pain in Requirements EnginecTNag

‘ontemporary Problems, Causes, and Effects in Practic

D. Méndez Ferndndez - 5. Wagner - M.
Kalinowski - M. Felderer - P. Mafra - A.
Vetrd - T. Conte - M.-T. Christiansson -
D. Greer - C. Lassenius - T. Minnistd -
M. Nayebi - M. Oivo - B. Penzenstadler -
D. Pfahl - R. Prikladnicki - G. Ruhe - A
Schekelmann - 5. Sen . R. Spinola - A
Tuzcu - J. L. de la Vara - R. Wieringa

Abstract Hed = Fnrineering (RE) has nuch attention in re-
search and practice due to 1t8 meante Lo software project success. Its inter-
disciplinary nature, the dependency te lh customer, and its inherent uncertainty
discipline difficu |l to imv ate. ]I is r*~u|1_—: in a lack of empirical

v ~tically relevant RE
v this situation, we
PiRE) initiative

still ren ler the

initiated l| in Hequ
'r1| mlmu 11

which constitut globally ly replicated family of surveys on
the stan 1 blems in practical RE.
In tl le, we report on the qualitative analysis of data obtained from
228 com working in 10 countries in various don

contemporary problems [r](llllul TS ENCounter. To this e

lems clm red from 1h literature spect to their
‘ "0 npleme nt this pictura v

urrounding the most critical pre H LS

5 56 fec

Our results 3 1 hetter understanding of which problems exist and ]| W
they manifest l.| i in practical environments ]I1| we provide a first step
to ground contribu » RE on empirical observations which, unl]l Now, werg

dominated by conw 1 wisdom only.

Keywords requirements engineering - survey research

1 Introduction

Requirements Engineering (RE) aims at the elicitation, analysis, and specification
of requirements that unambiguously reflect the intended purpose of a software

rndndez
t Minchen, Germany
i

Lessons learned

How should | as a
Requirements
Engineering
Researcher respond
to these pain points?

Lack of time

Lack of experience of RE team members
Weak qualification of RE team members
Communication flaws between project
team and the customer

Requirements remain too abstract
Changing business needs

Customer does not know what he wants
Missing direct communication to customer
Language barriers

Strict time schedule by customer

Reference the paper

Claims:

Provides insights into industrial RE problem trends

Helps to lay the foundation to steer academic and industrial
research in a problem-driven manner where scientic contributions
to RE can be put in tune with practically relevant problems.
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Question #2: Am | making progress towards the goal?

Giulio
Antoniol
with
others...

Seminal work in 2001 launched a
new research direction — the
guest to automate the
traceability process — followed
shortly thereafter by work at RE
by Jane Hayes and Alex Dehktyar
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Ask this guy!

Hazard H2:

Moving the patient’s
arm at excessive
velocity.

4

p¥nal 2

I .y
B . ‘w .1"3'“.
-t ';ﬂ"-; -‘,..—."':

{pﬁ? |

-

Fault F2.2:
Configuration
component
fails to
update
correct
velocity
constraints

R1: A system test must be run prior to
each use to check that the sensors are

" operating correctly.

R2: All sensors must be duplicated.

R3: The robotic arm must stop
automatically if arm sensors disagree
on current velocity by more than x mps.

R9: Current velocity constraint is
, displayed on the monitor.

S

" R10: Movement must be disabled if
current velocity constraint fails to
match patient’s personal record.

l R11: Current velocity constraint must
fall under maximum allowed velocity.

— Test

N

"4 Test
Case T2

j Test

Case T3

Test
Case T4

_Test
Case T5

Test
Case T6

Test
Case T7

Test

Case T8 &
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Roadmaps help set directions

Software Traceability: Trends and Future Directions

Orlena G. Z. Gotel
Independent Researcher
New York, NY, USA
olly@gotel.net

Jane Huffman Hayes
Department of Computing
niversity of Kentucky
Lexington, KY, USA
hayes@cs.uky.edu

Jane Cleland-Huang
DePaul University
SAREC
Chicago, IL, USA
jhuang@cs.depaul.edu
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The Quest for Il-ml'\‘ A Roadmap for Sofwars & 5)!!-1-! Traceatdlity Rosaarch Bt Teme

oot o)

Vel e
\ Reseasn Tape 2
S A cabge
ey P 4

Technische Universitat [Imenau
g

patrich

STRACT

need t0 be addressed,

Categorles and Subject
D21 :Soﬂ‘»:lrc Engineering

General Ter
Documentation

s

Keywords
Software tracesbility; road m)

1. INTRODUCTION
ceability has X
a well-en|

rabad, India
014 ACM 9781 4503

Andrea Zisman
The Open University

Patrick Mader

The Quest for Ubiquity:
A Roadmap for Software and Systems Traceability Research

[+ ] I.’mnel' T. Cleland-Huang’, I Huffman Hayes', A. Zisman®, A Egyed’, P. Grimbacher’, &. Antoniol®
=0l

UK (2. zismanigs

Abstrase—Tracesbility underk
and systems ngmm—u:g unn s, such a3 change impact
amalysis and regression tescing Despite imperiant research
advainces, az in the amtomated creation asd maintemance of
trace lnks, tracesbility implementation and s it sl nat
pervasive iz induztry. A communiry of raceabilify rezearchers
and practidoners has beem collaboradng to uedersiamd che
berdles v making traceability wbiguitons. Over a series of
wears, workshops bave been beld to elicit and enkazce research
challenges azd related txls o ld.dlr.s these shorocomings, A
contizuing discuszion of ihe comm 5 resulied in the
research roadmap of thiz paper. We pn.rnl 2 brief view of the
state of the art im eracesbdiry, the grand challenge for
traceabiliry and furere directions for the feld

s many important sefrware

Eeywords—Center of Excellence for Software Traceabiliry
(CoEST); Grazd Challenge of Traceabiliy (GCT); readmap

L INTRODUCTION

The first use of the term “maceability” within the
software and systems engineerinz community is difficult to
:.npmi with cerfainiy What s certan, however, i that the

ce” was already recogmized as an inte
come the -documented” dawm of
software engineering. Ome of the papers of the pisneering
1062 NATO confersnce examined the requirsments for an
effective methodology of computer system design and
praised three projects for the emphasiz they placed om
making “the system that they are desizning contam explicit
traces of the desizn process™ [47].

Ower the subsequent decades, raceability has emerged as
a research area in its own right. spurming the formation of the
Traceability in Emerging Forms of Soffware Enginsering
(TEFSE) workshop series in 2002 and the infermatonal
Center of Excellence for Software Traceability (CoEST) in
2006. Traceability is a regular subject of publicadons in
mainsream engineering confersnces and journals, and has
also provided a focus for multiple doctoral theses.

What is clear is that there are a thriving mumber of
researchers and practtioners now working in the area of
traceability. As we enter the decade in which ffry years will
have passad since the WATO conferencs, it is time o assess
whare we are and direct whare we have et to go. One of the
objectives of the CoEST has been to provide a siramegic and
coberent research agenda for the area, encouraging a level of

2012 IEEE

U78- 1-4673-7785-51

ac.uk); “Johannes Mp]u' University Linz, Austria '{n.z‘.amiu 3
" “Erale Dolytechnique de Monméal, Québec, Canada (antonioli#ises org)

Chicago. USA
.,'r_ivusiq' London, London,

matarity whereby the ressarch contributions can be defined
and measured and lead to a community vision

T trace forward to a vision of tracsability reguires some
imagmation. As a result of bminstorming efforts, CoEST
members agresd upon a viskn of a frure ‘in which the cost
of traceahility would have effectively disappeared as a
primary concern; up-to-date maceability would be achisved
and employed 2: 2 by-product of other development
activities. This vision led to the formation of sight challenges
for traceabdity, including a grand challenge of i uiy. This
+vizion and the traceability challenze: can be found on-line
[21]. To move toward the visiom. it iz now essendal to
provide zigmpests to nawvigate the challenges and to show
paths that could lead there. This is the role of the roadmap”.

Moving toward any vision requires a starting point.
Sections I and IIT prowide a selactive review of the state of
the practice and the direction of successful ressarch efforts.
The CoEST has drafted a Glossary of Traceability Terms and
a symopsis of Traceability Fundamentals that can be read m
comjunction with this work [9]. The communiry process for
developing the readmap iz described in Section IV and the
raceability challenges are reproduced for context Section V
outlines bow the roadmap can be used to direct ressarch
‘while Section VI discusses its evahmtion and evelution

O Tue StaTus oF TRACEABILITY IN PRACTICE

There is an indisputable need for an updated survey om
traceability practice across industries and projects. Without a
recent reseurce, it & dificult to make claims about the
cument coverage of the practce, the mmpact of the latest
success stomes or the outstanding problem:. We therefore
point to data that is awailable about the stakeholdsrs most
Iikely to implement traceability at present and outline their
tvpical rationale. We describe the guidance that is generally
available when desigming a traceability process and highlisht
the iszue of knowledze disseminadon Finally, we examins
an important driver for practice, refum on invesment

A Swmkeholder Adaption m Practice
“Traceability” i pot a term that is recogmized by all
practitiopers. For example. in one smady of a large IT

= P
DR re—
Tiscuss 4 s

M —

RE 012, Chicage, Hlinais, USA

to fo o EO tO fo o fato
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O pe n Resea rCh Qu EStiO n S RD- 3.1 More Intelligence.....

UIREMENTS Knowledge Reuse
W-L.L
RD-2.1 Identify ingredients for through-life

B Term-based

O Basic Association
@ Semantically-Aware
W Expert System

Planning and managingis at
the heart of all other areas of

EEEEEN

Knowledge

the traceability life-cycle. N\ _ traceability success in different contexts, from a

ke d d | thorough understanding of industry best and worst HSE
What talsl s do people r;ee = practice, and then use this knowledge to establish a 'iiii\\\ I Hypothesis: Real advancements,that make a
traceability to support: proces rencetothe traceability problem, will
What is the role of peresl RD- 3.3 Self Adapt"]g Solutions | be achieved as we transition towards

fe intelligent traceability solutions.

Self-aware systems are able to modify

optimize performance. Such systems can ¥ 4

self-diagnose, self-repair, adapt, add or A Yo n
remove software components dynamically.

traceability in each of those (Purpo

tasks?

Research Directiong
RD-1.1 Develop prototy Develop techniques that
including scenarios of u{ monitor the environment and

- | human activities — and use this
RD-1.2 Empirically valid information to infer new trace
by stakeholders

While traceability is touted for its
ability to support change, trace
maintenance actually adds work and

can impede change. Furthermore,
trace links are brittle and break easily.

-

iy~ RD-4.1 Understand patterns of change across

Visualizing and Understanding Results

Enormous advances have been made in
popular techniques and tools for "0 5 P
informationand knowledge S0 e e
visualization.

Trusting Links

As we cannot guarantee complete
and accurate traceability, we
should devise techniques for
clearly communicating confidence
levels to the stakeholders.

== RD-6.1 Integrate traceability into
existing development tools

RD-5.1 Develop human-centric tools to

N ) Visual analytics are now a common
support link vetting.

form of support for decision-making
activitiesin many fields of endeavor.

utions that are capable of
Hing artifacts and human

RD-5.2 Develop algorithms and

supporting tools for automatically Despite some pockets of research, ’
i isti o N G input- Queried bl Queried relati * 450
e\ralua.tmgthe correctness of existing RD-6.2 Provide intuitive forms of W::ﬁ:{'lﬁ‘“‘b :E..tm ":':'imi'::;:! e ”9";’: ation our field has been slow to keep pace, S8 e B
trace links, whether created manually query mechanism including visual - and must re-examine its information-
or with tool-support. |anguage5 and natural |anguage UseCase TestCase(System) seeking needs and mechanisms. @ Candidate ink @ Accepled link @ Curent link ' Rejected link
i i i descrigtion ¥ result = failed
RD-5.3 Create visual dashboards to interfaces. —r
. ) - ) W1 COUNT_Biid RD-7.2 Gather and RD-7.3 Perform in-situ
B ' share user-based user studies to evaluate
i Return value Aggregation Relation count  Property filter .
RASISES of the query function filter empirical data to and understand task-
evaluate trace specific needs for trace
visualizations... information.

Jane Cleland-Huang, Orlena Gotel, Jane Huffman Hayes, Patrick Mader, Andrea Zisman:

Software traceability: trends and future directions. FOSE 2014: 55-69



The Grand Challenge of Traceability

@, ~

[

Cost-
Effective

Purposed

Scalable

Config-
urable

\

Inherent. Traceability is always there,
without having to think about getting it
there. Traceability is neither consciously
established nor sought; it is built-in and
effortless. It has effectively ‘disappeared
without a trace.

How do we measure that?

Total automation of trace creation and
trace maintenance, with quality and
performance levels superior to manual
efforts.
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Automated Trace Link Creation and Maintenance

Requirement
=top movie at request or at the end {no auto restart)
Start playing movie within 1 sec after selection

i

.| Behavior

™~ Select

h I

:] Dlay

slop

Structure
Display Streamer
'.-ulJ.-|I:-!-Zi'.I__I —}' stream() |
plawv ) wail()
siogl ) s
L -

Figure courtesy of Alex Egyed, University of Vienna.
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Establish Measurable goals

EEEEEN

e RD-3.1 Develop intelligent tracing solutions
which are not constrained by the terms in
source and target artifacts, but which
understand domain-specific concepts, and can
reason intelligently about relationships between
artifacts.

e RD-3.1 Deliver prospective trace capture
solutions that are capable of monitoring

: development environments, including artifacts

We need to k”QW where and human activities, to infer trace links.
we are going!

 RD-3.3 Adopt self adapting solutions which are
Define meaningful measures! aware of the current project state and
reconfigure accordingly in order to optimize the
quality of trace links.




Question #3: Is there a trajectory to a real solution?

]
]
]
M
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Our response

Yes — but we
are probably
not on it!

.context,,
Esecurity W

||I I:I stance
EI['I.'EI|‘{-,-"%I‘% Y l)f’l{ fvb e e f ¥ R W ‘
|I‘|ﬁ*‘ gS‘

1I ao
A A M«)

Semantic Solutions Evolving and Managing Links Traceablllty for Safety Crltlcal...
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(1) Solution 1: Semantic Traceability

Hypothesis: Real advancements, that make a difference to the |
traceability problem, will only be achieved as we transition
towards more intelligent traceability solutions.

| & A




- P,
Why a semantic approach? What goes through

a domain expert’s
mind as he or she
performs the

tracing task?

Status of field elements is consumed by the WU, which in turn
creates a and broadcasts that message
out to any automobile within range.

he Highway Wayside Segment shall transmit information to
the automobile controller in the form of-;

WSM and
wayside status
message are
equivalent.

Broadcast is
similar to

transmit 5



Leverage Deep Learning Techniques

Source
51 52 o0e0 Sm
Word

Representation Sentence Semantic Trace Link
Mapping Representation Evaluation

Target

Lexical semantic Variability of Informal
knowledge linguistic expression reasoning

Semantically enhanced Software Traceability using Deep Learning techniques.
Jin Guo, Jinghui Cheng, Jane Cleland-Huang: ICSE 2017: 3-14
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A Proof of Concept

Precision

0.45

0.4

0.35

0.3

0.25

0.2

0.15

0.1

0.05

0.1

0.2

Tracing Network trained by 45% data
= Tracing Network trained by 80% data
VSM

LS|

0.3 0.4 0.5 0.6 0.7 0.8 0.9
Recall

Automated approaches that
generate trace links from
scratch, return imprecise
results.

They are useful for
supporting tasks such as

Impact analysis, but not
currently sufficiently reliable
on their own.

Requirements to Design trace links for Positive Train Control System
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Solution 2: Evolving and Discovering Links

Requirements R, Requirements R,, i
: O Software artifacts
Source Code C, Source Code C,,, cha nged across
Trace Links Ti i- Trace Links Ti+1 Evolved -id- = Ve rS i O N S
Lo o o o o o o o e e e e e e e e e e e e i 1
Version ; Version E
! ! 1 g
srcML Refactoring Crawler +__ ®Tools for detecting
Java-Call Graph ' changes in code and
» Similarity Computations

Source Code Processing

using IR Methods requirements.

I Requirements and Source Code Processed

Change Scenario Detection
O e ) © TLE tools and
! algorithms for
Change Scenarios S1-S18 Change Scenarios S19-S24 . .
detected detected « recognizing change
! 7 patterns and evolving
Trace Link Heuristics Applied against Scenarios S1- | trace links.

S24 and Trace Links T,,, Generated 3




Evolving Links

Link Evolution Actions

W, Ayt ) Sim O, i)

Ly |..|rk.'|:":"|

l{Ciy1, Ror U R ) and W(C}, R ) and M(CT, Reee )

N1, h",-;;.‘ | and !u':{": L J'l:'_-_-_,_ )

added class; C;: in D
S13)is the added method; m;:

cenarios(Sy

e Class Scenarios( Sy

in [

Sg)is the deleted class
Method Scenarios(S14

- - - =5 N . KR
P,: Added Class P,: Added Method P3: Modified Method ftule Type Artifact Propertles —t erf i
New Functionality New Functionality New Functionality Add Class : Wit 1, *f': I
. - Delete Class . o7 J _|||:- - 1
V., Vi Via Add Method __ i 2 A — - ___ :
- =+ s Del Method SH 1 B ) and IO He, ) and U[Cs, Hi,)
" Mod Method g — L T T —
P,: Deleted Class P5: Deleted Method Pg: Modified Method Checks for — =i s hf'_ﬁ } and [{C" 1: H(-f- ) and (L%, H('_‘,. ) and
Obsolete Functionality Obsolete Functionality Obsolete Functionality links . ; i
between -HI:." | 'I
i S L o1l LH__ )
| e ek Lt | |
d Tauas I Checks for S12 [ limypi. B U F_«) and Hm] , F_} and
links i " 1 ’
| . | Pattern Description: Pattern Description: Pattern Description: between .. H i - H,,I.. ]
Obsolete functionality is || Obsolete functionality is || Obsolete functionality is i:}‘:&;c:_;::_?m =5k 1. j,'l_“_. I'| and I _|,~!-:-'_ . ”.—::" } and M| i'.li:. Hm_- ]
getting deleted in form getting deleted in form getting deleted in form q7d I - L L
of a class. of a method. of a modified method. - '_, g ) - - -
515 1+ fm,) and I{m] ;, Bm,) and U{m;, Rm,)
516 i:fm,) and [(m] ,, R, ) and ll[{m;, Rm,) and
- 1
d .f f Checks for .. it R.t)
1. Identity types o ST7 [ Tser: R Simlissss Fod)
classes - | il — : L
S18 | Wim,, Ky, )] ASimim,e . By, )
changes that could T B IC Re) and TCan, Ry
S20 | null
invalidate existin 521 | NO7.my, By, ) and W{Com,, Ky, )
Checks fi 3 — — -
g associations S22 | N .mi, Bm, ) and U{Comq, Hm,)
. between oo !Il:r"'l.u'l.'i_ﬁ',.ll ] g [ | [ p—— 0
trace links. | e fi ink
3. Define trace lin
- . - - B
2. Define properties to
i .f.lé: ‘ﬂll n;: a method in Version i; M;: all other methods in Version 1
h a S OCC u rre d on of the sy yplied to © , methods, requirements, and links)
. n version imilarity of x and y with similarity value of n
ptween T and 1 y) means that T extends y

S1g)is to the deleted method
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Integrate the user in the loop

Versionj

Reqgs | |Code | Trace VerSiOn-+1
Links J

Regs | |Code | Trace
Lirlks

In our experiments the effort required by

humans to confirm or deny TLE links was
minimal — with few decision points per day.

F-Measure

0.9 ¢

0.8

0.7 +o

0.6 o

0.3 1

0.2 o

0.1 +«

Qe
——— \/‘
TLE+ Hum

an

TLE only
Erosion
— —— —— —
VSM (from
scratch)
V1-V2 ) V2-V3 ) V3-v4 ) V4-V5 ) V5-V6

Evolving software trace links between requirements and source code. Mona Rahimi, Jane Cleland-Huang:
Empirical Software Engineering 23(4): 2198-2231 (2018)
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Leverage the Project Environment

0,50
045
040
0,35
0,30
025
020
0,15

Traceability in the wild: automatically augmenting incomplete trace links.

Precision

1,00
095
0.90
0 .85
0.80
0.75
0,70
065
060
0.55

Recall

Michael Rath, Jacob Rendall, Jin L. C. Guo, Jane Cleland-Huang, Patrick Mader:

ICSE 2018: 834-845

Mining project repositories
Temporal properties
Machine learning

Project exhaust!

EEEENENE



New Trajectories bring new challenges

replacespr.context,,
SECUTITY ™2, Hogy o

FinQrCo A

e start Srl""l
--.rl" (9/?

} cluste s

Semantic Solutions

v

v v
v v

Obvious solution is to build industry collaborations™

Safety Critical Trace..

G Lt i e priaet e
W A T e v e S i e

v
v

EENEENEN
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DrOnOI()gy PrOjECt @ Notre Dame http://sarec.nd.edu/pages/Dronology.html
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http://sarec.nd.edu/pages/Dronology.html

Safety Critical,
Cyber Physical
System.

Why real projects?

- Strengthens the believability of Dronology as an ‘industrial strength’ project —
helping us to achieve our original goal of developing a ‘research incubator’.

- Opens up *new™ and interesting research questions. Advances state of the artin
small UAV applications.

- Addresses a humanitarian need.

41


http://sarec.nd.edu/pages/Dronology.html

Battery Life: 0.0 %

L 2
Map View Operations
Follow Selected View All UAVS
UAVs on Map on Map

Emergency Operations

A platform for coordinating the flight of UAVs. Supports
research in safety assurance, runtime monitoring, &
adaptation.

Developed by the Notre Dame Team: Michael Vierhauser, Jane

Wyngaard, Jinghui Cheng, Sean Bayley, Greg Madey, Joshua Huseman,

Jane Cleland-Huang, & more...

P O T e o)
T Sy g . T
4] = e et R
R e PR S AR S T
e s i 2T s

Highway Chemical Spill
. .
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http://sarec.nd.edu/pages/Dronology.html

Team Work

v' -2

Alex M‘aaey
j//lJndergraduate

ﬁnghdhghéng Y

Post Do¢/ Ul

y »

(luhﬂarlhnchnﬂﬂﬁn
|/

ndergraduate -

: TRED4y,, | AA
AL -

ames, Patrick, %

ichelle
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Dronology Stakeholders

You?

Requirements Engineering
researchers interested in using
Dronology to support research
into traceability, forensic
requirements, goal modeling,
runtime adaptation....

Indiana |
; i~

Environmental
Science

End users interested in

Toll road

deploying Dronology to
support specific scenarios of
use.

EENEENEN

‘ Students
‘ General public

Stakeholders’
needs
ultimately drive
feature
prioritization
and variability
points.
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Testing an AED drop
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Dronology: Our Crashes

Rescued Drone

Trajectory
challenged, upside
down drone

Drowned and
missing drone




A Near Catastrophe N

RCIN.C4

RCiN.Co lm’ mﬂwm“m
RCIN.C6 .
R

RCIN.C8

RTL
GUIDED
LAND
LOITER

14:04:20 14:04:25 14:04:30 14:04:35 14:04:40 14:04:45 14:04:50 14:04:55 14:05:00 14:05:05




What do we gain?

, Dronalo
Field Tested 9y
- ——
In Progress _ _— . —_—
_,_,_,——'_7_'_'_'_ - / \ — _—_%_—K o —— _\_\_*__‘_———
T . Internal Flight Activity UI Runtime GCS
Planned Navigation Vehicle Core : . : ; i GCS
Simulator . Logger Middleware Monitor Middleware
N \ I ~ /\
% : -~ e < N
: + | Executed GCS aa b
Simple NVec
\ Simul?ator Simulator I. FE 3 Camiu: Single Multi Comm
/ “~ . Logger Logger Comm GCS GCS
1
P2 ARN e~ e S
' UI Real- i e Radio
\ : Maps  h UI Route UI Route UI sUAS Time Flight = - UI Area UL Mission 3G WiFi Telern
f Assignment | | Creation Registration View Mapping Planning Comm Comm e
Collision Flight Flight Coordinate | |Flight Route vehicle Acfﬁgﬁon - Si:,“'tﬁasmn ) .
Avoidance Coordmatlor Mmt. System Mmt. Type Mmt lJM t ’ /\ LN .
mt. b S . Ul Real-Time Flight View ->Maps . ==~
\ L Google Open Street B
\\ 4 Maps Maps
.
- - -
SURSUAS | | obstacke | | Formation - Flight Pysical Virual | _ __ .- - "
. Avoidance Mmt. Mappin Scheduling Drone Drone Internal Simulator
Avoidance Pping -= Virtual Drone
Groundstations a0k
p. 8
Stop In Single SUAS | | Multi sUAS Virtual Phys|ca| gasey Granrdlcanel /i\
Place CA Flight Mission Drone Drone Separation Simple Coll. = T Station 1 Physical
Planning Planning UAS Vehicle Monitor Avoidance o o w
= gE  BS
ee "
i Manager g 6 % q;) Ground Control &
Simple Extended = 5 T = Station 2
Simulator Simulator - S = c ©
anager -
An entirel llable environment f : = 183 .
n e ntl re y n eW CO ntro a e e nVI ro n e nt O r UAS UAS State Flight Solo Flight | | Ground Control : }\\ g’_\ )
Commands || Manager Director Director Station n i f?\ )
. . . ope )
experimenting with Software Traceability across CEEre Lo

multiple artifact types and multiple versions.

A system that focuses on an agile, yet safety-conscious,
more requirements-centric process.

1

Dronology Services

UAS UAS UAS Flight UAS
Specification Activation Manager Routeplanning
Service Service Service Service

UAS Safety

Service

UAS Simulato
Service

)

T

I
Dronology Ul

UAS Simulation
Equipment In-Flight UI Scenario
Management Management

Fly Zone
Management

UAS Meta-
Data Editor

E
E

UAS Route
Planning




An Ecosystem of Traceability Artifacts

Hazard
UAV-1006
UAV receives a gato directive
that causes it to fly
into terain

SafetyRequirement
UAN-1010
All waypaints in flight routes

SafetyRequirement

LIAV-1 Environmental Assumption

! Waypaint commands sent to the LAY-912
¥ ! 5 . ¥

assigned EU UAV must be LAY will represent valid coordinates UAV is operated under FAA

atleast 3 meters above . et : & o

the highest terrain in the that will not cause collisions Line of Sight regulations

e fugnest terran in the with the terrain.
flying zone, /
Design Definition \ ey
ProcessRequirement UAV-1064 Context Proceij\ﬁ::::emeﬂt Reﬂ:\l m:m S a fety C r I t I Ca | Tra C e .
UAY-1063 Altitude commands use relative altitude UAV-1065 The GCS uses the services All flight routes i||; .urll:d Eng All dwamically ganeratad waypoints ane
Operator only assigns flight routes which is defined rdative to UAVS are not equipped with of Dronekit Python to transform SN =l z W cymar y g¢ ypomns &
r E N . N A N " the mission planner interface are validated ta be above ground
with waypeints above terrain level the onground coordinat ground facing sensors waypoint requests into Maviink and o L Loosal
. y constructed using the Dronology UL level
UAY prior to takeoff. to transmit those commands to -
the UAY pidhawk controller.
B External System
Context Design Definition Design Definition - —
UAV-1067 B Design Definition
Package Package UAV-1059 Waypaints generated via the Dranolo UAY-443 LAV-450
UAV-1064 LIAV-1064 Use of global altitude requires T e abated tocheck Y Each UAV ascends to a Hy to first vanmoint at "

corecoordinate core.vehicleintemal | | additional instrumentation in order to i unique altitude during coordinated take it i p the UAV descends or ascends

" - that their altitude is greater N assigned altitude during coordinated takeo ff to the specified altitude duing

achieve required degrees of accuracy. e aoff ascent TS y g
than zera, coardinated takeaff
Environmental Assumption
- - UAv-1128
Cade with Code with Package Package Sufficient vertical airspace exists to Package Package Package Package Package
passed Tests passed Tests UAV-1067 UAV-1067 allocate each UAV its own UAY-448 UAV-448 UAV-450 UAY-450 UAV-452
AbstractPositionjava Physical Drane java uivaadin flightroutes uivaadinflightr outesmapoperations altitude with vertical spacing of services.missionplanning patterns senvices.missionplanning tasks services.missionplanning pattems senvices. missionplanning.tasks services.etensions.missionplanning pate
at least 5 meters from
all other LAVs.
Code with Code with Code with Code with Code with Code with Code with
passad Tests passed Tests passed Tests passed Tests passed Tests passad Tests passed Tests
FRTableDisplayjava MapiddMarkerlistenerjava CoordinatedTakeo fiPattern.java TaskFactoryjava CoordinatedT akeo fiPattern.java TaskFac toryjava CoordinatedTakeo fPattern java

Artifact tree generated automatically from Jira and Github showing traceability from hazard to code.
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Immersive Requirements Engineering

Discovering, Analyzing, and Managing
Safety Stories in Agile Projects

Jane Cleland-Huang and Michael Vierhauser
Department of Computer Science and Engincering
University of Notre Dame
Indiana, USA
JaneClelandHuang @ nd.edu, myvierhau@nd.edu
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Systems operating in safety-critical domains, where ilures
can cause harm or injury, must nol only deliver prescribed
functionality, but must do so in a way that ensures that the
system is safe and secure for its imtended use [28]. To this

end, safety-critical systems must meet stringent guidelines
in order W0 receive approval or ceification [53, 19, 7
The sirict requirements of the certif
as constraints introduced by the rigid timelines imposed by
hardware components have led many organizations 1o follow
aterfall approach - often resulting in the phe.
2 [42]. The significant cost
and effort of changing and then recenifying a product makes
it difficult 1o introduce change. thus hampering the ability to
provide new features or io respond to customer needs
Agile wehniques have traditionally been deemed unsu
to safety-critical development [9]: however. recently the idea
of leveraging ity has gained considerable traction.
example, the pean Open-DO initiative [42] is exploring
techniques for integrating agility into the safet;

a traditional
namenon referned to as the bi

critical devel
opment process, and there are numercus sccounts reporting
its experimental and effective deployment [34, 31]. Doss and
Kelly [18] reponted results from a recent practitioner survey
with a total of 31 participants, 87% of whom had experience
in safety-critical sysiems development, and with practical
hroad le methosds. Their survey
produced several insights of particular interest to the require
v supporied the netion

experience usin,

ments progess. Respondents stros

that eliciting safety requirements. performing hazard analysis,
and developing safety assurance cases must be performed
iteratively, with S0 reporting that safety problems wene not
entified carly in the lifecycle during the upfront
alysis, In other words, they scknowledged the need
for a more incremental development proo

O ihe cdher hand, applyin
projects introduces multiple challenges - each of which must
be carcfully cxplored in order to develop appropriate solutions
and practices. In this p
derived from our experiences in using an agile process o
develop the Dronclogy system for controlling Unmanned

5
gile processes in safety-critical

aper we provide concrete examples

Aerial Vehicles (UAVs) and we describe the agile safety
process we adopted as a result of those experiences. The

characteristics of our project, includin

¢ ils initially unknown
wciated with
perience

requirements, a steep lechnical learning curve
entering a new domain, and team members’ prior
with agile methods, indicated a good fit for applyi
Scrum-based approach [60]. However, in early phases of our

project, we realized that the project’s safely concems were
non-trivial and could not be adequately addressed withow
carefully augmenting the Scrum process,

Initially. in carly phases of our project, we addressed safety
issues through conducting a series of brainstorming sessions
in which we identificd hazards and their contributing faults,
and then proposed safety requirements and design constrains
that would prevent or mitigate the occurrence of the hazard,
However, we found that identifying all harards and their
comributing failures at the start of the project was particularly
challenging given the emergent nature of the UAY domain,
including its novel end-user applications and rapidly changing
technologies. Many new hazards and faults were discoverad
incrementally as we conducted field tests with the UAV
hardware, met with stakeholders to explore their emerging
requirements, and brainstormed de solutions. Our early
observations aligned closely with those made by participants
in Doss” survey [ 18] and highlighted the polentially compeling
e processes versus safit development.
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What is a Research Incubator?

An incubator enables researchers to
experiment with a theory or hypothesis in a
controlled environment, and to progressively
develop the idea until it is ready for testing
and deployment in a fully industrial
environment.

Software and Systems
Requirements

Safety Assurance
Product Lines
Software & Systems
traceability

Runtime monitoring

Human studies

BEEEENENE



The Eyrie Research Incubator in collaboration with Robyn Lutz

Do

Researcher clones
one of the incubator
projects and uses the
runtime environment
to support and/or
evaluate their own
research agenda. e.g.,
self-adaptation
algorithms.

Researcher uses
prepared bundle of
static artifacts to
address an open
research challenge.
e.g., evolution of
safety assurance cases
across versions of a
product.

Instructor creates an

assignment using a
challenge as an
exercise.

Dronology . _. | |SafeWalk
Software ( \ Software
Artifacts Artifacts

Physical Elements
Runtime Environment

Development Environ.

Physical Elements
Runtime Environment

Development Environ.

eeoe
Eyrie =
Website

&

Advisory
Board

Future
Incubator
Projects

Static Artifact Challenges

Automatically evolve trace links across
safety-related software artifacts.

Formally specify requirements for CPS
User Interface.

Model safety and check safety
properties associated with a Ul.

Runtime Challenges

o
o
o

Evaluate a new algorithm for supporting
self-adaptation.

Student exercise to create and eval- uate
collision avoidance algorithms.

Present runtime data in ways that support
human decision making.
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New Trajectories bring new challenges

replacespr.context,,
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This is a starting point. Itis a long “game”...

We *need* strong collaborations between industry and academic research.

mm.ﬁ. it A Sl

Safety Cr|t|cal Trace..

v
v
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As a community of practitioners and researchers:

Individually:

* Be visionary

* Be courageous -- to ask the
hard questions.

e Constantly evaluate
progress.

e Tackle important questions
with potential for real
Impact.

As a community:

e Set vision!

 Be open-minded to
innovative work

 Nurture collaborations.

e Tackle inhibitors head on.

* Maintain open
communication channels
between industry and
academia.
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REQUIREMENTS ENGINEERING RESEARCH IN A CHANGING WORLD

International Requirements Engineering Conference
Keynote: August 19t, 2018
Banff, Canada

Jane Cleland-Huang, PhD

University of Notre Dame
Dept. of Computer Science and Engineering
http://sarec.nd.edu

JaneClelandHuang@nd.edu Work described in this talk is funded by the US National Science Foundation under Grants CCF-0959924, CCF-1265178, and CCF-1741781
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